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SUMMARY :
Even before we get started with the &édmeat and
progr am, |l want to be sure that weodre al/l i on

comes to a basic understanding of the ways Windows protects you (and it-
self), and the one additional software program every PC must have to

maintain online security i that being antivirus protection.

Note :As | mention on the video, | 6m using the |
simply called Windows 7. The version of Windo
to our discussion. Il n fact, it wondt be that
ticular programeé al l of the concepts we cover

niques we discuss will apply equally well to any version of Windows you

may have on your computer. Windows 7 arrived on computers in the fall of

20009, so if you purchased (or upgraded) your computer within that time

frame, youbve no doubt got Wi ndows 7. But no
Windows XP or Vista (the previous versions), everything you see here will

apply to you, too. There are a few points on the video where | mention how

some buttons may have a different Al ooko on o
|l 61l point those out on these notes, too. As
ter what the look of the button, it will have the same label (the text under

the button or feature) no matter what the version, so that should help keep

everyone on the right track.

apologize right now! The good news
is that all the built  -in Windows fea-
tures (like the Firewall and Updates
webll discuss in this report) are exactly the
dows version (with the exceptions discussed in the previous paragraph). If

Another note: Youdre going to get

t?red of me saying ﬁTcPiUSSnan I'héo.lf. youér

di fferent on your coom]eutf:nreo ssoaly)llng AThi
on
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thereds going to be any O0challenged itds goin
about different brand names of software that have installed on your com-
puter, and are not part of the built -in Windows functions. Wedol I

issue in this report when we talk about antivirus software. There are lots of

high - quality brand names out there, and yours will probably be different

than the one you see in the video ITsince thatoés the one instal
computer, not yours. Still, | promise to do my best to stick to the basics

and tell you what to look for and (approximately) where to look for it. Still

(herebs that |l ine again!) your computer is di
may come a time when you need to do a little detective work to find the in-

formation, settings or buttons you need to be sure your software is working

properly. Good news: most antivirus software programs have similar fea-

tures, and provide us computer users with the same basic type of informa-

tion. So once you know whahiygybdudgoedol bokiemgnf o
thisvideoandreport T youdl |l be able to easilyifFigure i
promise!

Ready to go? Good! Letds dig iné

ANTIVIRUS SOFTWARE

Antivirus protection software is the one part of the Windows security sys-

tem in this discussion that does not come as
dows. When you purchased your PC, you may hayv
siono of one of the pomméprogranssnSomeaftheu s br and
popular brands that often show up as trial versions include Norton

(sometimes goes by the name Symantec), McAfee, Trend Micro and oth-

ers.) While those programs are all very good and do a good job protecting

your PC, the software that comes pre -installed on new computers is T as

the name says 1 onlyalimited -t i me #Atrial o6 of the program.
usually effective only for a very limited time i usually 30 to 60 days. Many
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of my clients will tell me they believe their computer is fully protected by

antivirus softwareé and ités only after cl ose
beenrelyingonalong -out dated o6tri al wared version of t
one of the PC Security fAclasseso is fully dev
wonodét go into a | ot of details now. Youdll ge
class. For now, we simply need to be sure you have an antivirus program

i nstalled on your computer, and i1itds correct]l

Make Sure Antivirus Program Is Running

Antivirus software runs Ain the backgroundo o

all the time. Thatodos exactly what itédés suppos
tivity on PC, protecting against virus and ot
we ol | have more details about the various typ

in the regular PC Security classes coming up, but for now, just know that
your PC must be protected against all the various threats out there, and
antivirus softwaheved sbftt wamusetfor the job.

Take a | ook at the | ower right corner of your
where youo6l!l find the clock (usuall y aad s mal |l
sometimes the
date, too). Along
with the clock are

911PM | |
1/27/2010

4 W |Ih' |E .|I|I h r'|:||| |':|

a number of other
small icons i each Windows o0System Traydé (Or ONotif
of them representing some piece of software r
The Windows term for that area is the fisystem
name fAnotification area. o0 Both terms are used
buttons / icons that show those background programs. Roll your mouse T

but dondt cl i cikover eachaohthetsrhall inogs. As you pause

(thegeek ~-speak word is fAhovero) your mouse pointe
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Windows will open a small info -balloon that identifies the program the icon
belongs to, and may give you other options, too. Roll from button to but-
ton, in order to identify which one is the icon for your antivirus software.

Note: On older versions of Windows (anything prior to Windows 7), the

icons in the system tray will be displayed in a single line of buttons dis-

played from right -to -left, starting at the clock and moving across the bar at

the bottom of the screen. In Windows 7, you may see a small up - pointing

arrow that 7 whenclicked T shows a small box fcontainero
in the notification area. Either way, roll your mouse over the individual but-

tons to identify the program they control.

Hover your mouse over each of the system tray icons until you find the one
that matches your antivirus software. Be on the lookout for one of the
names listed above. If
you dondt see

VIPRE
names, look for any name Active Protection is enabled
t hat i ncludes Email Protection is enabled
. e Defs: 5642 (1/27/2010 4:11 PM)
or something similar in = —

9:14 PM

N - x Vol (me - m
the name balloon that @ % Il AR RS 1/27/2010

-

opens when you hover

Pop-up menu showing name of antivirus software

over it. _

after oOohoveringd the mouse
Once you find your PCbs antivirus progr am, ma
is directly on the icon, then double -left -click on it. That should open the
programbés dAdcontr ol panel 0 or some other displ

mation you want. This is one of those places where | need to remind you

that Ayour PC wil|l |l ook differentodo from mine
in this report. |1 O0m using my particular brand
l' i kely be a different brand. But no worries!
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basic bits of information that tell us the program is working properly, pro-
tecting you and your PC.

Most antivirus programs use some type of system of either differently -

colored Alightsd or some other indicator that
and doing itdéds job properly. As you can see W
software (from a smaller company <called Sunbe
green lights that
i \§ VIPRE Antivirus + Antispyware - - 3 oo e

shows all the vari- Fie View Help - g
ous parts of the @ VIPRE: —_—
program are work-

Scan Status
I ng-CKA 0 So . Bz jamew bwo e () womowne mcarievel
programs employ g sevese
. ~ ctive Protection HIGH
J ust one nr g AAcﬁ:EPrUZE:ﬁEnist Enabled Edit Settinas E) = aevarn [
light to show eve- g tow

. . . Email Protection "

rythlng IS Worklng1 g Email Protection is Enabled Edit Settings
some programs Risk Detection Stafistics

Updates Update Now Total
have separate il Automatic Updates are  Enabled Edit Settings Scans completed —4

Definitions version: 5642 (1/27/2010 4:11 PM) Current ij Slazr::g Ey Scanner ) 21
Al ightso (I R Hocked byl provecean. H

. Subscription Total risks cleaned or blocked 28

to show all is well. g S =

Days remaining: 314 Reset Counts

If your program
has just one catch - Typical antivirus ocontrol boxé
all light or check- l i ght s; indicating oall syste
mark, and it shows

a green light or some other indicator or correct operation, your job is fin-

i shed. Again, weol/l have more information abo
antivirus software in future classes. For now, we just want to be sure yours

is 6on the job.6 I'f you want to explore your
take a |l ook 6under the hooddé to see other con
However, if your software is working properly
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permanently change any of the settings and do something that might im-
pair the softwarebds effectiveness.

Some of the areas you might want to investigate: Look for how often the
software updates itself; when was the last full scan of all the files and fold-

ers on your computer, and if there were any 0
was done to handle any potential threats.) Again, is any of this sounds like

geek-speak to you, donét worry (and donodét <chang
more in the full c¢class on antivirus software.

information on scans, threats, updates and more.

By the way, what if the software says thereods
most antivirus software companies recognize that their software has to be

absolutely easy to use for even the most novice PC user isince itodés doin
such an important job! Many programs will offer a one -button O6repaird o
60fix6 function, should there be any kind of p
a problem being reported by the software, 110
simple, |ike the program needs to fiphone home
thatods usually something that can be fixes wi
button.

W INDOWS FIREWALL AND UPDATES

Wedre going to cover both of these items at t
trols for them are found in the same place, a
status of both while wedre under the hood in
Al so, both these functandefner aeted sd¢ onpptl reolis.etOnc
on, the job is done. Again, weoll talk in mor

later PC Security classes, but for now, just making sure both are turned on
and working is what we need to know.
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I n the Areal worldo a firewall is a fireproof
offices, condominiums or warehouse spaces. In the event of a fire in one

unit of the building, the firewall acts as a
spreading to other neighboring spaces. In the computer world, the firewall

al so serves a protective role, acting as a #dg
worl dé of the internet and your PC. A firewal
guyso6 from getting in to your computer.

Windows Update is a feature that does exactly what the name implies. At

regular intervals, your copy of Wi ndows fdfphon
automatically update itself with the latest software. As newer, better soft-

ware I s developed by Microsoft engineers, 11t0
your computer and installed into Windows. Many potential problems are

prevented on millions of computers around the world i Microsoft engineers

are constantly on the lookout for trouble, and for ways to make Windows

safer and more secure. When they create a new
sent to your PC and installed, all without you knowing (or even needing to

know).

Windows Control Panel

As | said earlier, the Control Panel is a catch -all set of controls that adjust a

lot of the technical functions of Windows. Many users will own and use their

PC6s for a |l ong time before even going inside
OKé the controls in the Panel are not wused in

play. No matter what your version of Windows, the Control Panel is found
the same way 1 click on the Start button (in the lower left corner of the
desktop screen). The Start Menu that opens is divided into two columns |

left and right. Theright -si de col umn has buttons | eading t
folderso (like My Document s, Pictures, Musi c,
tures. Depending on how your PC is set up (ag
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di fferent from mineo
may see buttons for the Help feature, @ o
the Control Panel, My Computer (or B e it
just AComputero), Pri G %
others. @ ViealaFetex -

Find the button for Control Panel and
give it one left mouse click. That will
open the Control Panel and show a col-
lection of icons, listed in alphabetical
order. If you have Windows 7, click on
the down -pointing arrow in the upper
right corner of the Panel next to the

text AView Byo and c | § . sherod-shorat

l cons. 0 That wi || S hcll» aipogems

nice, large format and make them eas- [[Search programs and fi

ier to navigate. If you have a previous =

version of Windows (Windows XP or ? E DE / DFE
Vista), you may also need to change Typical Windows Start menu;
another fAviewd button. oComty®d &"ammedtd

see the individual icons, but instead

see Agroupso of i cons, -left cornér bfithe ConttolPanelh e
you will see two |Iines of text, fACategory Vie
the text that says AClassico and you wi.l
vidual icons.

Windows Firewall Display

Once the Control Panel is open and you can see all the individual icons,

scroll to the bottom of the list iremember, theyore in

@ Atlantis
-

Music

Videos

Computer

& Total Recorder

w Adobe Dreamweaver C54

Control Panel
Devices and Printers
| Camntasia Studio

Default Programs

Help and Support

* IfanView 4.25
Iy
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Find the button

labeled
AWi ndows Fire-
wall o0 and doubl e

left - click directly

on the icon (in

Windows 7, only

one click is

needed, but two
wonot hurt).

Just like the
control box for
your antivirus
software, the

Windows Fire- Wi ndows oControl Panelé in Wind
wall uses a sys- Click to show oLarge lconsé
tem of colored

Alightso to show i f the firewall i's turned on
and you see green lights, your work here is finished. If the firewall is off,

youol | see some warning maverdedguggestomtod a strong

turn it on. Right out of the box, Windows automatically has the firewall
turned on, and you should definitely leave it that way.

It is possible that the firewall may be
. turned off on your PC, but only if it was
WWingngirewall done Aon purpose. o I n other
son (or perhaps a virus infecting your PC)
has to fimanuallyo turn it of
exception to that rule. If you have a wire-
less router in your home or office, that

Windows Firewall button;
click to open control box
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